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1 Introduction 

This document describes how Cicero interacts with person registry services in Norway. 

The target group for this document are persons involved in the configuration of Cicero and 

third party systems that would like to understand the technical details of how Cicero interacts 

with the person registry services in Norway. 

1.1 References 

Reference Title Link 

[FRONT] FRONT Service 

Documentation 

Yaml:https://gatekeeper.data.oslo.systems/

api/api-catalog/apis/113/spec  
  

 

2 Supported services 

Cicero supports integration with the following person registry services in Norway: 

Service Description 

FRONT This service provides information about a loaner, only used 
in Oslo 

3 Interfaces 

This section describes how Cicero integrates with the supported services. 

3.1 FRONT 

The FRONT service is called to get updated information about a loaner or guardian when 

requested by a user in Cicero. 

It provides a rest API to be called.  

3.1.1 Rest endpoints used 

This section lists the endpoints we’re using from the FRONT API 

The server endpoint can be configured in System configurations in the application. 

Path Description 

/customers/persons/person Returns person information for a person identifier 
The person Identifier can be : 

• National identity number : 
https://www.skatteetaten.no/en/person/foreign/norwe
gian-identification-number/national-identity-number/ 

• D-number : 
https://www.skatteetaten.no/en/person/foreign/norwe
gian-identification-number/d-number/ 

• DUF-number: https://www.udi.no/en/word-
definitions/duf-number/ 

https://www.skatteetaten.no/en/person/foreign/norwegian-identification-number/national-identity-number/
https://www.skatteetaten.no/en/person/foreign/norwegian-identification-number/national-identity-number/
https://www.skatteetaten.no/en/person/foreign/norwegian-identification-number/d-number/
https://www.skatteetaten.no/en/person/foreign/norwegian-identification-number/d-number/
https://www.udi.no/en/word-definitions/duf-number/
https://www.udi.no/en/word-definitions/duf-number/
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3.1.2 Authentication 

Authentication is done using an api key, passed to the call as a header parameter (x-api-key). 

The api key can be configured in System configurations in the application. 

 

3.1.3 Blocking of loaners 

When importing loaner data from FRONT, loaners with the following status codes will be 

blocked with the EXTENDED_EXCLUSION blocking reason: 

- NOT_RESIDENT 

- EMIGRATED 

- DISAPPEARED 

- SOCIAL_SECURITY_NUMBER_EXPIRED 

- BIRTH_REGISTERED 

- INACTIVE 

- EMIGRATED_DEPRECATED 

- ACCESS_ANNULLED 

- UNREGISTERED 

- ANONYMIZED 

 

Loaners with status code DECEASED will be blocked with the DECEASED blocking 

reason. 

 

Cicero removes a block on a loaner if the block in Cicero has one of the blocking reasons 

EXTENDED_EXCLUSION or DECEASED and if loaner information from FRONT has one of 

the status codes: 

- RESIDENT 

- ACTIVE 

- TEMPORARY 

 

See below diagram for handling the loaner blocking status when importing loaner data 

from FRONT: 
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3.1.4 Loaner addresses 

When importing loaners from FRONT, the address with the type PERSON_ADDRESS is used. If 

such an address does not exist, the address with the type MAILING_ADDRESS is used. 

Cicero always updates address information on the loaner when synchronizing with FRONT, 

unless the status in FRONT is DECEASED. 
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